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Health Care Consumers’ Preferences 
Around Health Information Exchange

ABSTRACT
PURPOSE Consumer buy-in is important for the success of widespread federal ini-
tiatives to promote the use of health information exchange (HIE). Little is known, 
however, of consumers’ preferences around the storing and sharing of electronic 
health information. We conducted a study to better understand consumer prefer-
ences regarding the privacy and security of HIE.

METHODS In 2008 we conducted a cross-sectional, random digit dial tele-
phone survey of residents in the Hudson Valley of New York State, a state where 
patients must affi rmatively consent to having their data accessed through HIE.

RESULTS There was an 85% response rate (N = 170) for the survey. Most 
consumers would prefer that permission be obtained before various parties, 
including their clinician, could view their health information through HIE. Most 
consumers wanted any method of sharing their health information to have safe-
guards in place to protect against unauthorized viewing (86%). They also wanted 
to be able to see who has viewed their information (86%), to stop electronic stor-
age of their data (84%), to stop all viewing (83%), and to select which parts of 
their health information are shared (78%). Among the approximately one-third 
(n = 54) of consumers who were uncomfortable with automatic inclusion of their 
health information in an electronic database for HIE, 78% wished to approve 
all information explicitly, and most preferred restricting information by clinician 
(83%), visit (81%), or information type (88%).

CONCLUSION Consumers in a state with an opt-in consent policy are interested 
in having greater control over the privacy and security of their electronic health 
information. These preferences should be considered when developing and 
implementing systems, standards and policies.

Ann Fam Med 2012;10:428-434. doi:10.1370/afm.1396. 

INTRODUCTION

H
ealth information exchange (HIE), the exchange of electronic 

health information across health care clinicians and organiza-

tions, has the potential to improve health care quality delivered 

by the US health care system.1 The federal government has undertaken an 

approximately $30 billion initiative to promote the adoption and meaning-

ful use of electronic health records (EHRs) capable of HIE.2,3 For HIE to 

be effective, physicians must use a HIE to look up their patients. Because 

many states require consent before any personal health information can be 

disclosed or electronically accessed,4,5 it is equally important that patients 

are comfortable with an HIE. Studies have shown that although American 

consumers are supportive of HIE and believe it has the potential to improve 

health care delivery, they have concerns regarding the privacy and security 

of their health data.6-8 Little is known, however, about what features, safe-

guards, and policies would help consumers to feel more comfortable with 

the privacy and security of their electronic health information.

To be able to describe consumer’s detailed preferences for the privacy 

and security of their health information, we conducted a survey of con-

Rina V. Dhopeshwarkar, MPH1

Lisa M. Kern, MD, MPH2,3

Heather C. O’Donnell, MD, MS4

Alison M. Edwards, MStat2

Rainu Kaushal, MD, MPH1-3,5

1Department of Pediatrics, Weill Cornell 

Medical College, New York, New York

2Department of Public Health, Weill Cor-

nell Medical College, New York, New York

3Department of Medicine, Weill Cornell 

Medical College, New York, New York

4Department of Pediatrics, Albert Einstein 

College of Medicine/Children’s Hospital at 

Montefi ore, Bronx, New York

5New York Presbyterian Hospital, New 

York, New York

Confl icts of interest: authors report none.

CORRESPONDING AUTHOR

Rina V. Dhopeshwarkar, MPH

Division of Quality and Medical 

Informatics

Weill Cornell Medical College

402 E 67th St, Ste 301

New York, NY 10065

rdhopesh@gmail.com 



ANNALS OF FAMILY MEDICINE ✦ WWW.ANNFAMMED.ORG ✦ VOL. 10, NO. 5 ✦ SEPTEMBER/OCTOBER 2012

429

HEALTH INFORMATION EXCHANGE

sumers’ attitudes toward the use of EHRs and HIE in a 

community that is a national leader in EHR adoption 

and HIE initiatives9,10 and has high levels of consumer 

support of HIE.11

METHODS
Study Design and Population
We conducted a cross-sectional survey of consumers’ 

opinions on EHRs and HIE among 170 health care 

consumers in the Hudson Valley region of New York 

State, a state where patients must consent to having 

their data accessed through HIE.12 Eligible participants 

included English-speaking residents of the 8 coun-

ties immediately north of Manhattan. This study was 

approved by the Institutional Review Board of Weill 

Cornell Medical College.

Data Collection
Details of the sampling methods have been described 

previously.11 A random digit dial telephone survey 

restricted to landline numbers was administered by 

the Cornell Survey Research Institute in January-April 

2008. The target sample size was 150 based on power 

calculations regarding the expected precision of the 

rate of support for HIE (71.5% ± 7.25%). Respondents 

provided verbal consent and received $10 for complet-

ing the survey. 

Questionnaire
The structured questionnaire was developed with 

input from a team with expertise in medical informat-

ics, health services research, and consumer advocacy.11 

Questions assessing consumer’s attitudes were modeled 

after existing national consumer surveys on HIE.13-16 The 

questionnaire was pilot tested among 25 ambulatory 

patients in the outpatient clinics of the Cornell Internal 

Medicine Associates.11 The full questionnaire consisted 

of 42 questions11 that assessed respondents’ demographic 

characteristics, self-reported health, use of health care 

services, use of the Internet, and perceptions and opin-

ions regarding the use of EHRs and HIE, including 

privacy and security preferences for HIE, as well as 

perceptions and experiences of accessing personal health 

information online. A subset of 13 questions from the 

full 42-question survey was analyzed for this study.

In our survey questionnaire (Supplemental Appen-

dix, available at http://annfammed.org/con-

tent/10/5/428/suppl/DC1), an EHR was described as 

a record that can be created, stored, and viewed on a 

computer and that contains a patient’s medical informa-

tion, including notes from health care visits, laboratory 

and radiology tests, prescribed medications, health 

insurance, and information to allow for correct patient 

identifi cation. HIE was described to respondents as 

having one’s EHR (or information that would be con-

tained in an EHR) shared and viewed electronically by 

different clinicians involved in their care. We described 

3 potential HIE architecture models and asked respon-

dents whether they were comfortable with each (yes/

no). The options described were as follows: (1) health 

information stored on a small card that could be car-

ried by patients to medical visits and read by clinicians 

using special machines; (2) health information kept at 

the different locations where the patient was seen that 

could be sent individually over a secure connection 

directly from one doctor to another; and (3) health 

information kept electronically in one central database 

that the patients’ clinicians could access to read and add 

to using a password-protected, secure connection. To 

assess preferences about the storage of health informa-

tion for the purpose of HIE, respondents were asked 

whether they would want all their health information to 

be stored automatically in a password-protected, secure 

central repository that their clinician could access, 

similar to option 3 above. Respondents who indicated 

that they would not want automatic storage of their 

information in this manner were asked follow-up ques-

tions about the types of restrictions they would want to 

regulate what information gets included in the database.

Because the central HIE database model would 

theoretically pose the greatest privacy and security 

risk to their electronic health information, patients 

were asked to consider this model when answering the 

following questions. Respondents were asked which 

of the following parties they would trust the most to 

regulate the database and keep it secure: health plan, 

offi ce practices or doctors’ organizations, hospitals, 

government, or other. Respondents were also asked 

whether they would want various parties to view their 

information in the database and whether their permis-

sion would be required for viewing. Respondents were 

then asked how long a doctor should have access to 

their health information once permission was granted 

(forever, until permission is taken away, for 1 year, or 

for 1 week after my visit).

Respondents were asked to rate the importance of 

the following protections: “safeguards against unauthor-

ized viewing of my medical record,” “the ability to see 

who has viewed my electronic medical record,” “the 

ability to choose which parts of my medical record 

would be shared electronically,” “the ability to stop my 

information from being stored electronically,” and “the 

ability to stop all viewing of my electronic information.”

Statistical Analysis
Univariate statistics were used to describe the distribu-

tion of respondent’s demographic characteristics and 
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their preferences for the storage, sharing, and safe-

guarding of their medical information. During analy-

ses, we dichotomized question responses that assessed 

importance of various safeguards of HIE into “essential 

or important” and “somewhat or not important.” We 

explored bivariate associations between respondent 

characteristics and willingness to have data automati-

cally stored in a central repository using Fischer’s exact 

test. Variables signifi cantly associated with the out-

come were selected for inclusion in the multivariable 

logistic regression model. We used backward stepwise 

elimination to determine the fi nal model. Data analysis 

was performed using SAS statistical software (SAS 9.3, 

SAS Institute).

RESULTS
Study Population
Of the 199 people reached by telephone, 170 (85%) 

completed the survey.11 Age within this group varied, 

with 36% of respondents reporting they were aged 

between 25 and 44 years, and 40% were aged between 

45 to 64 years. Most respondents were white (81%) 

and had at least 2 years of education beyond high 

school (82%). One-third had an annual household 

income of $100,000 or higher, and 82% had Inter-

net access at either their home or work (Table 1). As 

reported in a previous study that examined a separate 

topic from the same survey, the demographic charac-

teristics of our study sample are fairly similar to the 

entire Hudson Valley population, as reported through 

2009 census data, in terms of race, age and income.11,17 

Preferences for Storing and Sharing Health 
Information
Respondents were generally comfortable with the 3 

HIE architecture models described (Table 2). Most 

were comfortable with storage of health information 

on an editable, readable portable device (83%) and at 

different locations with data shared over a secure Inter-

net connection (79%). Fewer were comfortable with 

storage of information on a single, central database 

that can be accessed over a secure password-protected 

connection (68%) when compared with a portable 

device (68% vs 83%, P = .02) and when compared with 

different locations (68% vs 79%, P = .003).

Preferences for Including Health Information 
in an HIE
Two-thirds of consumers (n = 111) indicated that they 

were comfortable with automatic storage of their 

health information in a central database so that it may 

be accessed by clinicians through an HIE (Table 2). 

Among the one-third of respondents who would not 

want automatic storage of their information, most 

wanted to restrict the storage of their information by 

visit type, information type, and by clinician (Table 

2). Results of multivariable logistic regression showed 

that male respondents (odds ratio [OR] = 2.2; 95% con-

fi dence interval [CI], 1.1-4.6) and those who believed 

that a secure Internet connection is secure (OR = 3.0; 

95% CI, 1.3-6.9) were more likely to be willing to have 

their health information stored automatically in a cen-

tral database.

Entity Responsible for Health Information 
Storage, Maintenance, and Security
About one-half of the respondents (51%) said they 

would trust their physicians’ practice or organization 

to regulate the privacy and security of a database that 

contains their health information (Table 2). Far fewer 

indicated that they would trust their health plan, hos-

pitals, or the government. Among those who answered 

Table 1. Demographic Characteristics of Sample 
Population (N = 170)

Characteristic
All Respondents

No. (%)a

Sex, female 91 (54)

Raceb 

White 138 (81)

Black 13 (8)

Other 9 (5)

Missing or refused 10 (6)

Age, y

18-24 10 (6)

25-44 60 (36)

45-64 67 (40)

65 or older 32 (19)

Annual household incomeb

<$30,000 28 (17)

$30,000 to $60,000 36 (21)

$61,000 to $80,000 25 (15)

$81,000 to $100,00 15 (9)

>$100,000 54 (32)

Missing or refused 12 (7)

Education levelb

≤8th grade 1 (1)

Some high school, did not graduate 3 (2)

High school graduate or GED 25 (15)

Some college or 2-year degree 54 (32)

≥4-year college graduate 84 (50)

Missing or refused 3 (2)

Internet access available at work or home 139 (82)

GED = General equivalency diploma. 

a Percentages may not sum to 100% because of rounding; and numbers may 
not sum to 170 because of missing responses.
b Missing responses indicated.
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“other,” a few respondents (10%) indicated that they 

would not trust anyone other than themselves. 

Protections Against Unauthorized Viewing 
of Health Information 
More than three-quarters of all respondents considered 

every safeguard feature around HIE either essential 

or important (Figure 1). Many of these safeguards 

related to preventing unauthorized viewing and sharing 

of their health information. When asked whom they 

would allow to view their health information through 

HIE and whether their permission should 

be required for viewing by that party, 

consumers were more likely than not to 

indicate that their permission would be 

required (Figure 2). Respondents were 

most comfortable with having their pri-

mary care doctor view their health infor-

mation without their permission (35%) 

and least comfortable with government 

offi cials (4%) and employers (2%). When 

asked about the length of time their 

doctor should be able to access their 

health information through HIE once 

that doctor has been given permission to 

view it (Table 2), more than one-half of 

respondents said that they would want 

their doctor to have continuous access 

until they revoke permission. Less than 

one-quarter would want their doctor to 

have access for 1 week after their visit 

with them, or for 1 year after permission 

was given. Less than 5% of consum-

ers would want their doctor to have 

indefi nite access. In the case of a medical 

emergency for which their permission 

could not be obtained, most respondents 

would allow their primary care doctor 

(93%), their designated family members 

or friends (93%), and other doctors or 

clinicians who care for them (82%) to 

view their health information (Table 2).

DISCUSSION
We found that more than two-thirds of 

people surveyed in this community were 

supportive of HIE and willing to have 

their health information automatically 

stored in an HIE. Men and those who 

felt secure using a secure Internet con-

nection were more likely to be support-

ive of automatic inclusion of their health 

information. One-third of respondents 

were not willing to have their data stored automati-

cally and expressed a preference for a high degree of 

control over their data, including control over the type 

of information stored. Most respondents wanted safe-

guards against unauthorized viewing of their informa-

tion. We also found that most respondents indicated 

comfort with all 3 described HIE architecture models 

(portable device, data residing in multiple locations, 

and a centralized database).

Given the highly sensitive nature of health informa-

tion and the consequences that can occur in the event 

Table 2. Consumers’ Preferences for Storing and Sharing 
Health Information

Preference No. (%)a

Methods for storing and sharing health information with which respon-
dents were comfortableb

On an editable and readable portable device (n = 169) 140 (83)

At different locations and shared over a secure connection (n = 165) 131 (79)

On a single, central database and shared over a secure connection 
with the use of a password (n = 162)

110 (68)

Interest in automatic storage of medical information in a database 
(n = 165)c

 

Yes 111 (67)

No 54 (33)

If not interested in automatic storage, preferences for restricting elec-
tronic storage of health information in a database (n = 54)b,c

Determine which clinicians send information that will be included 45 (83)

Determine what types of medical information are included (test 
results, medication information, etc)

49 (91)

Determine which health care visits will be included (outpatient visit, 
emergency department visit, hospital stays, etc)

46 (85)

Approve every piece of information 42 (78)

Parties most trusted to regulate the privacy and security of the database 
(n = 152)c

Offi ce practice or physicians organization 76 (50)

Other 31 (18)

Health plan 24 (16)

Hospitals 11 (7)

Government 10 (7)

Length of time physician should be able to access health information 
through HIE after permission has been given by the patient (n = 167)c:
One week after patient’s visit with physician 39 (23)

One year after permission is given 27 (16)

Continuous access until permission is taken away 94 (56)

Indefi nite access 7 (4)

Parties that should be able to view health information in the case of a 
medical emergency when permission cannot be obtained (n = 168)b,c

Designated family member or friends 156 (93)

Primary care doctor 158 (93)

Other doctors or clinicians (in emergency department or hospital, etc) 138 (82)

No one should access my health information without my permission 
even in a medical emergency

21 (13)

a Percentages may not sum to 100 because of rounding and numbers may not sum to 170 because 
of missing responses. Actual denominators indicated in parentheses after row entries. 
b Respondents were to asked to select all options that applied.
c Respondents were asked to consider a system where their medical information from different 
health care visits and clinicians is stored on a central electronic database that their doctors can 
access (health information exchange, HIE) with their permission.
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of its disclosure,18 it is not surprising that consumers 

in this study expressed strong concerns regarding the 

unauthorized viewing of their electronic health infor-

mation. Consent policies that would allow consumers 

to control what, by whom, and for how long their 

health information could be accessed may allay these 

Figure 1. Privacy: features consumers want for safeguarding their medical information.
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Figure 2. Consumers’ preferences regarding permission to view electronic health information.
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concerns. New York State, in which this study took 

place, has an opt-in approach to consent.12 That is, 

patients must actively provide informed consent for cli-

nicians to access to their HIE data.4 Some health infor-

mation organizations across the nation have adopted 

opt-out patient consent models, in which patients are 

included in an HIE unless they specifi cally request oth-

erwise. The views of those patients are not clear, and 

future studies should seek to understand them better. 

Our fi ndings, including having one-third of respon-

dents preferring a high degree of control over data, are 

consistent with this state’s opt-in approach.

Implementing appropriate consent policies and 

technical guidelines regarding use of EHRs and an HIE 

could potentially improve the security of patients’ health 

information compared with traditional paper records.19 

There are state and federal organizations engaged in 

identifying technical standards and consistent privacy 

policies to facilitate and protect HIE, such as the Stan-

dards and Interoperability Framework committee.20 

Ensuring that HIE standards and policies incorporate 

consumer preferences, and expanding the scope of con-

sumer engagement and education campaigns around an 

HIE will be key in gaining the public’s trust.

Our fi ndings suggest that consumers support any 

of 3 HIE architectural models. Although centralized 

database systems may be the most user-friendly,21 

they were slightly less popular among consumers than 

storage on a portable device or at different locations, 

perhaps because centralized databases were believed 

to have the highest likelihood of security breaches.22 

The portable device model has not been widely imple-

mented in the United States,21 although a portable 

electronic health card was pilot tested in Germany 

but stalled when providers were unwilling to buy the 

necessary equipment to read the cards.23,24 Similar 

obstacles might prevent such a model from being 

implemented in the United States despite our study 

showing consumers’ interest in it. Most respondents 

were comfortable with storage of health information at 

the site where care was received with transmission over 

a secure connection. This fi nding is an encouraging, as 

this model is similar to the architecture model of the 

Direct Project, an HIE service being developed by the 

federal government that involves sending encrypted 

health information directly to known, authenticated 

recipients over the Internet.25 Those consumers who 

were not willing to have all of their data automatically 

stored in a central repository expressed a willingness 

to have some specifi c types of data shared. This fi nd-

ing may have undesirable implications for the utility 

of HIE, because if many consumers request many dif-

ferent restrictions, then the HIE is less complete, less 

useful, and possibly harmful (if the missing data are 

clinically important). Willingness to have data auto-

matically stored was associated with being male and 

believing a the Internet connection is secure. These 

results are surprising because in previous studies sex 

has not been signifi cantly associated with support of 

physician or personal use of HIE.11,26

Most consumers indicated that they would want 

their doctors to have access to their health information 

in an emergency, even if they cannot give permission. 

In New York, this preference is addressed by “break 

the glass” provisions that allow for health information 

to be accessed by a clinician who is treating a patient 

during an emergency.12 High levels of support of HIE 

use by physicians during emergencies may be related 

to advertising campaigns launched across the coun-

try to educate consumers about the importance and 

utility of an HIE during emergencies.27 Consumers 

expressed greatest trust in their own doctor’s practice 

to regulate the privacy and security of their electronic 

health information. In New York, a statewide collabo-

ration process resulted in a white paper with recom-

mendations for standard policies around HIE privacy 

and security.12 According to these recommendations, 

establishment and enforcement of these policies are the 

responsibility of health information organizations as 

opposed to individual physicians or practices.12 Health 

information organizations across the country are also 

taking on responsibilities of governing the privacy and 

security of data within an HIE.4 Because our survey 

did not explicitly ask respondents about health infor-

mation organizations, future studies should explore 

further consumers’ trust in these organizations. 

Study Limitations
Our survey was conducted in a fairly homogenous 

community, with a population that may not be gener-

alizable to all health care consumers. Given the cur-

rent federal initiatives to promote health information 

technology, however, more communities will likely 

be adopting EHRs and engaging in an HIE, and they 

may benefi t from these fi ndings. Second, although 

random digit dialing was used to minimize selection 

bias, unlisted or cellular telephone numbers were not 

included in our sample. Additionally, although our 

response rate was high, we were unable to collect any 

information on nonrespondents, limiting our ability to 

comment on the extent of any response bias. Third, 

our survey was conducted before the release of New 

York Health Information Security and Privacy Col-

laboration’s recommended standard privacy and secu-

rity policies.12 Finally, our survey described an EHR as 

including both patient identifi ers and medical informa-

tion, because the patient identifi ers are often required 

for patient matching. This description could have con-
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tributed to respondents’ concerns around security of an 

HIE and may or may not have introduced bias. Future 

studies could determine whether alternate wording 

would elicit similar or different responses.

Consumer buy-in is necessary for the success of 

national HIE initiatives. Our study, among the fi rst to 

examine the privacy and security-related preferences 

of consumers in a community where HIE is underway, 

found that consumers desire greater control over their 

electronic health information. To address consumers’ 

concerns about the exchange of their health informa-

tion, their preferences should be incorporated into 

future iterations of HIE standards and consent policies. 

To read or post commentaries in response to this article, see it 
online at http://www.annfammed.org/content/10/5/428.
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